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IN THE CLAIMS 

1. (currently amended) An information processing 
apparatus for allowing usage of content by requiring a license 
for using said content, said information processing apparatus 
comprising : 

a content storage unit operable to store license- 
identification information for specifying said license for using 
said content, encrypted data of said content and key information 
required for decrypting said encrypted data of said content; 

a license storage unit operable to store said license 
for using said content, including content -specifying information 
for specifying said content and terminal - identification 
information which identifies the information processing 
apparatus , ncccsoary — fe^? — decrypting — oaid — encrypted — data — e£ — said 
content , the use of which is allowed by said license; 

a judgment unit operable to determine whether said 
license for using said content has been stored in said license 
storage unit; and 

a decryption unit operable to decrypt said encrypted 
data of said content if said license for using said content has 
been stored in said license storage unit^_ 

a device -node -key storage unit operable to store a 
device node key which is assigned the information processing 
apparatus from the license server when registering, wherein said 
key information includes an EKB (Enabling Key Block) ; and 

said decryption unit is operable to decrypt said EKB 
(Enabling Key Block) using said device node key to obtain a root 
key, and to decrypt said data of said content using said root 
key . 



2. (currently amended) An information processing 
apparatus according to claim 1, further comprising: 
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a transmitter operable to transmit a request for said 
license to a license server, said license request including said 
license- identification information based on the received 
content ; and 

a receiver operable to receive said license 
transmitted by the license server, 

wherein said received license is stored in said 
license storage unit. 

3. (original) An information processing apparatus 
according to claim 1, further comprising: 

a reproducing unit operable to reproduce said data of 

said content decrypted by said decryption unit, wherein said 

data of said content is text data, image data, audio data, 
moving-picture data or combinations thereof. 

4. (cancelled) 

5. (currently amended) An information processing 
apparatus according to claim 1 claim 4 , wherein: 

said key information further includes a content key 
encrypted using said root key; 

said data of said content is encrypted using said 
content key; and 

said decryption unit is operable to decrypt said 
encrypted data of said content using said root key. 

6. (original) An information processing apparatus 
according to claim 1, wherein said license further includes 
usage-condition information showing a condition for using said 
content, the use of which is allowed by said license. 
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7. (original) An information processing apparatus 
according to claim 1, wherein said license further includes an 
electronic signature signed by using a secret key of a license 
server . 

8. (original) An information processing apparatus 
according to claim 2, further comprising: 

a terminal -ID storage unit operable to store terminal - 
identif ication information identifying said information 
processing apparatus, wherein 

said license request further includes said terminal - 
identification information; 

said received license includes a terminal ID; and 

said judgment unit compares said terminal ID in said 
received license with said terminal-identification information 
stored in said terminal -ID storage unit and determines that said 
received license is said license for using said content only if 
said terminal ID in said received license matches said terminal - 
identification information stored in said terminal-ID storage 
unit . 

9. (currently amended) An information processing 
method for allowing a user to use content by requiring the user 
to have a license for using the content, the information 
processing method comprising: 

storing license- identification information for 
specifying the license for using the content, encrypted data of 
the content and key information including at least a device node 
key required for decrypting the encrypted data of the content ; 

storing the license for using the content in a license 
storage unit, the license including content -specifying 
information for specifying the content, the use of which is 
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allowed by the license, and terminal - identification information, 
the terminal-identification information ncccaoary for decrypting 

identifying an information processing apparatus^ encrypted 

data of the content ; 

determining whether the license for using the content 
has been stored in the license storage unit; and 

decrypting the encrypted data of the content using at 
least the device node key if the license for using the content 
has been stored in the license storage unit. 

10. (currently amended) A recording medium recorded 
with a program to be executed by a computer for carrying out 
processing to allow a user to use content by requiring the user 
to have a license for using the content, the program comprising: 

storing license- identification information for 
specifying the license for using the content, encrypted data of 
the content and key information including at least a device node 
key required for decrypting the encrypted data of the content; 

storing the license for using the content in a license 
storage unit, the license including content -specifying 
information for specifying the content, the use of which is 
allowed by the license, and terminal -identification information, 
the terminal-identification information ncccaoary for decrypting 

identifying an information processing apparatusfe he encrypted 

data of the content ; 

determining whether the license for using the content 
has been stored in the license storage unit; and 

decrypting the encrypted data of the content using at 
least the device node key if the license for using the content 
has been stored in the license storage unit. 
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11. (original) A program according to claim 10, 
wherein the program or a portion of the program is encrypted. 

12. (currently amended) A license server for issuing 
a license for allowing the use of content, said license server 
comprising : 

a license storage unit operable to store said license, 
said license including content-specifying information for 
specifying said content, the use of which is allowed by said 
license, and terminal-identification information for identifying 
an information processing apparatus; 

a receiver operable to receive a request for said 
license from said information processing apparatus, said license 
request including license- identification information for 
identifying said license; 

an extraction unit operable to extract said license 
identified by said license-identification information from said 
license storage unit ; 

a processor operable to add said terminal - 
identification information necessary for decrypting — identifying 
an information processing apparatus ea^rd — encrypted — data — ©■£ — oaid 
content to said extracted license ; 

a signature unit operable to put a signature on said 
extracted license including said terminal - identification 
information using a secret key of said license server; and 

a transmitter operable to transmit said extracted 
license with said signature thereon to said information 
processing apparatus^ 

wherein comparing of at least one usage rule 
associated with said license and using a device node key are 
necessary for decrypting data of said content . 
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13. (currently amended) A method for issuing a 
license for allowing the use of content, the method comprising: 

storing the license in a license storage unit, the 
license including content -specifying information for specifying 
the content, the use of which is allowed by the license, and 
terminal -identification information for identifying an 
information processing apparatus; 

receiving a request for the license from the 
information processing apparatus, the license request including 
license- identification information for identifying the license; 

extracting the license stored in the license storage 
unit and identified by the license-identification information; 

adding the terminal -identification information to the 
extracted license; 

putting a signature on the extracted license including 
the terminal -identification information using a secret key; and 

transmitting the extracted license with the signature 
thereon to the information processing apparatus-^ 

wherein a comparison of a usage rule associated with 
said license having the terminal -identification information and 
a use of a device node key are necessary for decrypting data of 
said content . 

14. (currently amended) A rccoding — recording medium 
recorded with a program to be executed by a computer for 
carrying out processing to issue a license for allowing the use 
of content, the program comprising: 

storing the license in a license storage unit, the 
license including content-specifying information for specifying 
the content, the use of which is allowed by the license, and 
terminal -identification information for identifying an 
information processing apparatus ; 
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receiving a request for the license from the 
information processing apparatus, the license request including 
license-identification information for identifying the license; 

extracting the license stored in the license storage 
unit and identified by the license- identification information; 

adding the terminal - identification information to the 
extracted license ; 

putting a signature on the extracted license including 
the terminal -identification information using a secret key of a 
license server; and 

transmitting the extracted license with the signature 
thereon to the information processing apparatus—^ 

wherein decryption of data of said content is based on 
a comparison associated with the license having the terminal 
identification information and a use of a device node key. 
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